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Ihe Digital Ranch

1at does

4 [ ]
services in:
1. Web Development
2. Custom Software
e

3. Managed hosting DIGITAL RAMNCH

he Digital Ranch do?




Web Development

irch gine Optimization (SEO)




Custom Software

00ls

ons for the ever-

inging nature of
‘information '

lly customizable functionality




‘Managed Hosting

&

rtua Servers viawest
aged Infrastructure
ocation

icated Servers

" @ IT Support




" Cloud Project

‘oject is to create a Microsoft
oud (farm) and a SQL 2008 R2
nis project consists of four

yver Clu
n parts:
agramming and documenting the architecture of
» plan.

- ploying the IIS and SQL clouds using The Digital
h’s equipment (hardware and software).

o Test the Cloud

" 4. Create reports and documentation regarding the
overall findings and success of the project.




Cloud Project

5 Diagramming and documenting the
architecture of the plan. (Original Diagrams)

l5-2
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Server 2008 R2 Ent x6d
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1157 Cloud members
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C
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Phiysical Machines

Server 2008 B2 Ent xb4
hembers of Domain {cloud.local]
50 Server 20008 R2 Standard

5aL-2
10.10.10.56

D=1 ~q Virtual Machine
i0:10. 4051 3= Server 2008 R2 Ent x64

Active Directory Domaln Contraller [cloud bacal)

Virtual Maching

Server 2008 R2 Ent k64
Member af Domain (coud.local)
501 Server 2008 R2 Standard
Witness




Cloud Project

e IIS and SQL clouds using The
equipment (hardware and

'Machines (3) = Virtual

in Controller = Virtual

- SQL Machines (3) =1 Virtual, 2 Physical
~ SAN = 3 Virtual Drives




Cloud Project

. odes from the IIS7 cluster and test for
bility and any delays. The goal is to have
lowntime.

ode from the SQL cluster and test for
database availability. The goal is to have zero
- downtime.




" Cloud Project

s and documentation regarding

¢ lings and success of the project.
pda ed O 1m
etup and tested.

>ps taken for setting up the IIS7 cluster and SQL
ster with any hints or issues found during setup.

ation after the infrastructure is

_t results and any recommendations based off of
ests.

4. Recommendations on physical deployment for
| commercial use using diagrams and logical
reasoning.




» Core 2 Quad (Xeon)
Processor, 8 GB
Memory

The IIS 7 cluster

requires either all 64

bit or all 32 bit OS’s.

= All of our operating
systems are 64-bit

Virtual Machines

11S-7 Cluster

Py
e
7
-

115-1 . ’,,-”/ lIs-5econdary
(10.10.10.52) S e {10.10.10.54)
(206.71.69.177) r (206.71.69.179)
indows Server 2008 Enterprise Windows Server 2008 Enterprise
11S 7-Cluster NLB 11S-7 Cluster Node 2
(Network Load Balancer)

ZION Server
{10.10.10.170)

saL-4
(10.10.10.57) DC-1
(206.71.69.183) (10.10.10.51)
Windows Server 2008 Standard Windows Server 2008 Standard

{I don't think this does ANYTHING?) Domain Controller and DNS Server




Physical Machines

SQL Server 2008
Cluster

en’;ium 4 Processor, 5
GB Memory

= AMD Athlon X2 Dual ot

SOL Server 2008

hardware is not
essential

m The SQL OS’s are oo

(206.71.69.182)

aISO 64 bit SAL Server 2008




~ ZION Server

ines used for ease of use, not
nmended for actual

loyment
lows Server 2008 Datacenter Edition
d to run more than 4 virtual machines

r-V allows the management of 4 virtual
machines (VMs)
= Three machines for IIS-7 Cluster

= DC-1 Active Directory Domain Controller
= SQL-4




| ed 1024 MB Memory and 20
1ard drive spac

machine was added to the Cloud.local
' Directory
machine was also given a static IP address

‘Remote Desktop Protocol as well as
clustering convenience.

- =
u"'




ZION Virtual Machines

Hyper-V Manager
=2 File Acton view Window Help

== == HImE

25 Hyper-V Manager -
aﬂ ZIOM Virtual Machines

MName =~ | State | cPU Usage | Assigned Memory | Memory Demand | M
ATEAM PHP O
o1 Runining 1024 MB
115-1 Runining 1024 MB
I15-Primary Runining 1024 MB
I15-Secondarny Running 1024 MB
LOMDIOM Running

Running

QL4 - (51220117 - 10:50:09 AM)

- :=__=i§ SQL4 - (65952001 - 8:26:35 PM)
Lo [ Mow

- 32552011 10:09:38 AM Heartbeat - oK
Motes: Mone Assigned Memory: 1024 MBE




sllfistering and Active Directory

omputers are not required for
lows 2008 R2 Enterprise Edition had to be
on all the computers in order to facilitate
manages the Active Directory, which is

- necessary in order to integrate the machines
- into any normal workplace

= 'a




Cloud.local Domain

10.10.10.51 - Remote Desktop

B Active Directory Users and Computers

File Action Yiew Help

NI EFEN FIEY YR R
] Active Directory Users and Comput | Name: | Tvpe
] Saved Queries 1h1Is-1
Bl 3 doud.local sz
[ Builtin
[ e
|2 Domain Controllers
|| ForeignSecurityPrincipals
[ Managed Service Accounts
] Users

| Descripkion

Compuber
Compuber
Q,I;BIIS-S Compuber
u,l;il SQL-1 Computer
u,l;il Q-2 Computer
u,l;il SQL-3 Camputer




Web Farm Components

rm Framework
oad Balancer
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Viicrosoft Web Farm Framework

ebsite

plications and platform
omponents to secondary
ers.

ps Secondary servers in
with Primary Server

« Servers can be added and
removed easily for scalability
and service upgrades.

« Easily Monitor status, install
updates, & Reboot




Network Load Balancer

2ssing a single IP which then
traffic to each server node in

206.71.69.176

\13

11S Primary 1S Secondarv
206.71.69.178 206.71.69.179




IS 7 Server Install

e administrative rights
of sett ld cluster computers to the

rork settings, such as IP, have been configured
es have been installed




IS 7 Server Install

ole that can be installed through
xer interface.

| A orams -> Administrative
-> Server Me




-om the
Server
vIanager
lenu Select

Dles

This will open
up the Roles
Wizard. Click

Next

1S 7 Server Install

Action -> Add

Add Roles Wizard

Select Server Roles

Before You Begin
Confirmation
Progress

Results

Select one or more roles to install on this server,
Roles:

D fActive Directory Certificate Services
D Active Directory Domai
D Active Directory Federation Services

[] Active Directory Lightweight Directory Servic

] File Services

|:| Hyper-V

[ Metwark Policy and Access Servic
[] Print and Documen i

|:| Remote Desktop Services

[ web Server (II5)

[ windows Deployment 5

[ windows Server Update Services

More about server roles

Description:

S
C

AD CS)is us _ ec
authorities and related role services
that allow you to issue and manage
certificates usedin a variety of
applications.




Additional

eb Server.
ick Next

1S 7 Server Install

oles for the

Add Roles Wizard

Select Role Services

Before You Begin Select the role services to install for Web Server (115):

Server Roles Role services:
Web Server ([IS) = [E web server

Confirmation Default Document

Progress Directory Browsing
Les
Resulis [] HTTP Redirection
[ webDav Publishing
2 [ Application Development
[] asp.nET
[] .NET Extensibility
[ ase
[ cat
|:| ISAPI Extensions
[] 15API Filters
[] server Side Indudes
B [@ Health and Diagnostics
HTTP Logging
] Logging Tools
tequest Monitor
[ Tracina
More about role services

Description:

Web Server provides support for
HTML Web sites and optional support
for ASP.NET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
Web site or to provide an environment
for developers to create Web-based
applications.




erver Install

Eeus7 & 5 age + Safety » Tools »
(J =

/localhost -

| O'NaN 021N
Velkommen VELKOMEN
Benvenuto byl
Welkom :

" internet information services
Valkommen

Hos Geldiniz

|http:/fgo.microsoft, com/fwlinkZlinkid=66 138 &d ’_ |_ |_ |_ |_ |_ |T] i_LO(.T:| intranet | Protected Made: OFf hoT |""“; 100% ~ 2




1S Web Farm Framework
Installation

= Requirements

= [nstallation of I1IS,
ASP.NET, other core

components

E Structure Design

= JIS-1 will act as the
farm controller with
[IS-Primary and IIS-
Secondary acting as
nodes in the farm

indows Server 2008 Enterprise

Microsoft 11IS7 Web Farm

/ 11S-1
/ (10.10.10.52)
/ (206.71.69.177)
f" Web Farm Controller

115-Primary 11S-Secondary
{10.10.10.59) (10.10.10.54)
(206.71.69.178) {206.71.69.179)

Windows Server 2008 Enterprise
115-7 Cluster Node 1 11S-7 Cluster Node 2



IS Web Farm Framework
Installation

nd install Web Farm Framework at
http:/ / g0.micros

is is instWr Farm Controller server
n the case of the example, IIS-1. It can be

alled on any machine running version 1IS7

igher.

BETA



http://go.microsoft.com/?linkid=9739157

Add Servers

Ser'{:! name or address:

IIS—F’rirnaryuI

W Server is available for Load Balancing

v Primary Server
Advanced setting:
Server Address

1S Web Farm Framework

Installation

Add Servers

Server name or address:

¥ Server is available for Load Balancing

| Status | Role

TIS-secondary Cnline Secondary

Add |
Remaove |




1S

. 10.1010.52 - Remote Desk
. Server Manager
File: Help

Action  Wiew

Installation

eb Farm Framework

= *nH

ii Server Manager (I15-1)
=] i Roles
=] &5 wieb Server (115)
Internet Information Se
il Features
Diagnostics
it Configuration
g Storage

es (II5) Manager

@G) [ia P IS0 b ServerFarms b ocloudfarm b Servers b

| & <

¥ start Page

-85 115-1 (115 1yadministrato
12} Application Poals

+- & Sites

[=-53] Server Farms

Eia cloudfarm

a‘g! servers

Add Servers...
Server Address ~ | Rale | Ready For Load... | Current Operation | Mo Provisioning Settings
1151 Primary Yes :
Gﬂ 15z Secondary Mo AddServer b Apleatiy
qﬂIIS-S Secondary Mo AddServer G Platform
@ Help

4|

Trace Messages

Pauss Resume

Clear

verbosity level filker:

IVerbose hd l

Timestamp

Server

Trace Level

Message

3M11/2011 4133134 PM

I5-3

Info

Running operation 'Stop’

3f11/2011 4133134 PM

1153

Info

Running operation 'Runfemate’ {MethodType=Micras...

3f11/2011 3:33:35 PM

II5-3

Info

Downloading product 'Microsoft (MET Framework. 4'

3/11/2011 3:33:36 PM

II5-2

Info

Downloading product 'SQL Server System CLR Types'

3111/2011 3:33:37 PM

1153

Info

Downloading product "web Deployment Tool 2.0 witho...

3011/2011 3:33:37 PM

II5-3

Info

Installing product Microsoft MET Framework 4

3/11/2011 3:33:39 PM

I5-2

Infao

Downloading product 'SQL Server Mative Client'

311/2011 3133144 PM

II5-2

Info

Downloading product 'SOL Server 2008 B2 Manageme. ..

3f11/2011 2133146 PM

I5-3

Info

Downloading product 'SQL Server System CLR Types'

Online Help




Network Load Balancer Install

different methods to installing

g Server Manage 5t click Add Feature and
" select Network Load Balancing

g windows server 2008 / R2 command line, by
ng “ocsetup NetworkLoadBalancingFullServer”

" 1 Use ServerManagerCmd! From a command line,
type “servermanagercmd -install nlb”




NEetwork Load Balancer Install

ing the first option by using the
interface.

-:strt -> Adminis
ger
: Features. From the Server Manager Menu

t Action -> Add Feature
ill open up the Features Wizard.

ive Tools ->Server




Add Features Wizard

Select Features

Select one or more features to install on this server.

Confirmation Features: Description:

Progress — — PP —— Microsoft .NET Framewo il
D Connection Manager Administration Kit EriEE e i e

Results 0 D_ESktop Experience Framework 2.0 APIs with new
[[] DirectAccess Management Console technologies for building applications
[] Group Policy Management that offer appealing user interfaces,
[[] 1nk and Handwriting Services protectyour customers’ personal
[] Internet Printi identity information, enable seamless
e and secure communication, and
[ mnternet storage Name Server providethe ability to model arange of
E LPR Port Monitor business processes.
Message Queuing
[] Multipath 1j0

r Name Resolution Protocol
[ Quality Windows Audio Video Experience
|:| Remote Assistance

mote Differential Compression

mote Server Administration Tools (Installed)
|:| RPC over HTTP Proxy

ple TCP/IP Services
[] sMTP server

7 [ ] SNMP Services

More about features

|




Network Load Balancer Install

lodes/servers
Add the full

ternet name
that users will

se to access this
JLB cluster. In

our example we [
are using =15 2 5leld e

10.10.10.204 as
our NLB address.




5@ Cluster Installation

2

Microsoft®

SQL Server2008




QL Cluster Diagram

1ster contains 2 nodes and a SAN.

| Both nodes can share the disk drives and the
atabase, which are all stored on the SAN.

Cluster Group

iSCSI Shared Storage




SQL Cluster Disk Drives

reate 3 disks on the SAN and use iSCSI
nitiator to connect to them.

1e for the Quorum, The Microsoft Distributed

insaction Coordinator (MSDTC), and the
)L Server Database

Eangety ||:-.—.-r|-: Farvoritn Targets | Volures il Davioei | BADIE | ConPguesten |

iqn.2011-02.PORKCHOP:iporkct e
iqn.2011-02.PORKCHOP:iporkct :
iqn.2011-02.PORKCHOP:iporkct



Presenter
Presentation Notes
We failed to do this. We created them after we discovered that we needed them and so it wasn’t a big problem other than we lost some time trying to figure out how to create them because we didn’t have the correct permissions or access to the SAN.


SQL Cluster Complete

Failover Clustering feature. This
feature should be installed on both nodes.

i Add Features Wizard

_ﬁ Confirm Installation Selections
|

| d Features Wizard
_ﬂ Installation Results
L
=

The following roles, role services, or features wens installed successfully:
Confirmation
Progress o e

f’ RS abonm u:d-!'_r s mot enabled. To nstald the latest updates, wse Windows Update s

Control Paned to l:\ For updates.

Fastures
T install the Following roles, role services, or feabures, chok Install,

() 1 informational message below

& Installation succeeded




Quorum Disk

nodes and assign the cluster a

‘name and a IP address.

onfigure the Quorum according to the
umber of nodes (2 nodes).

35.] Confirmation
fEE &

Bedoes 'f'ou Begn o st eady 1o creste & chuster,
S lact S arvacs The wizard will coeale pous clusher vwith B folowng setlings:

I s P
At the it TDRMSSQLCLUSTER
Clustey "

SQL-1.cloud.local

S0L-2.cloud.local
10.10.10.201




MSDTC Disk

Distributed Transaction
[SDTC) is used by SQL Server
lons when they want to
ansaction between more

_ Y, L r AUl
ke a distributed
.one machine.

basic concept is that machine 1 starts a
saction, and does some work. It then
octs to machine 2 and does some
work. The work on machine 2 fails, and is
canceled. The work on machine 1 needs to

then be rolled back.

4




Database Disk

e guring the SQL installation be sure
to select the available disk for SQL Server 2008
0 use. This will store the database.

8 Install & SQU Server Fadover Cluster [ (=] =]
Cluster Disk Selection
Select chared chuster disk resounces for your SOL Server falower cluster,

Sotup Support Fules Speaciy the shared disks o be included in the S0L Server resource duster group. The first drive wall be wsed
Prodct Key % the def it drive For ol dababases, but this can be changed on the Databace Engine of Anslytis Services
Licerse Terms

Feature Selection

Irstance Configurston

Disk Space Reguremerts

Chuster Resoinos Group

Chuster Disk Sebection

Chuster Network Coolfiguration

Chuter Seourky Poley

Server Configu stion

Dt abarse Engere Corfiguraton
Errce ared Litage Reporting
Chuster Inatallstion Fules
Ready to Irstal

Irest allation Progress

Coerplate




T Install a SQL Server Faillover Chuster

Complete

Your SOL Server 2008 Fadover dusher installation s comgplate.

Setup SUpport Rulss

Product Key

Leerse Terms

Feature Salection

Iretarce Corfigurstion

Disk. Space: Riequirements
Chuster Resoures Group
Chuster Disk Selection

Chestesr Mekveork Conifiguration
Chisher Secumity Polcy

Server Configurstion

Dt Engine Configuration
Error and Lisags Repoting
Chuster Enstolation Rules
Risady bo Irstal

Installation Progress
Complete

dation Complete!

T8 Install a SOL Server Failover Chester

Cluster Installation Rules
Setup s running rules to determine I the Falover chuster installstion operation willl be blodked. For more information, chok Help, :

Sebup Support Fiullss Cperstion completed. Pacued: 7. Faled 0. Warring 0. Skipped 1.

Product Key

Yiews ot pyfed repont
L] Status:
D | Chuster supported for edition —
G Operatrag sysoen maported for edton P
D) | Winsdowes Server 2003 FRESTREAM Matfix Chack it ok bl
N & | Chster Resouros DUL Lbdate Restart Check —
& | Par32 Fie System [
@-SQLS&-@' 2000 Arulyss Servioes (£4-b) install sction | pazeng
S fok . S \ﬂ-hﬂﬂew -’_mi
fwmmmmw“ el a.nmrma‘wmﬂgmm .m
Mz - pMcresnl - 3
FANED| 2000OH OFIGREE
Information sbout the Setup oper stion or possible neot steps:

,,'j'!'nu S0 Server 7008 Fadover chuster installabion is complete,

Supplemantal Infiormation:

fiodowing notes appby to this release of SOL Server only. =
osoft Lipdate
informeation about how to use Microsoft Undate to identify updaties for SOL Server 2008, 560 the Microsoft
Wik ste <hitp:/igo. microsoft. com ke TLinkEde 1 (5409 at hittp: o microsoft. oomFelnk MLinkde=
1003,
Services
Then Mnnschinm € dass ok ol chlom ssbioss Mook oo smnsbind e Gl o dlab oo ion cdnbboe nsddihios lj




' Add a Node

ond node to the cluster by selecting
lode and follow the configuration

vizard. '
sure that the configuration is the exact same
the original node.

-
o
-
e et

dpewani 'il :..,.u.

trarih fis g wepulalies




STING AND
PROVING
FUNCTIONALITY

It's Alive!!!

1ase 1: Ensure that IIS 7 cluster nodes are syncing
properly

Phase 2: Ensure that SQL Server 2008 cluster nodes are
syncing properly

Phase 3: Testing redundancy, outages, and uptime




Load

1e default ITS 7 website in IIS-Primary

= We set IIS-Primary as the primary IIS-7 Cluster Node. We then loaded
the default IIS 7 webpage onto IIS-Primary and waited for the website
to mirror onto IIS-Secondary.

8 -]

Log Enty | Dake
51511
ST LT 1 i ]
S50
:  SN52001 SRRl
CR-TE LT 1) B
S/15301L

¢ Wetwaork Load Balencing Manager

105 bl ocal Aren Corrscton)
IE-PRIMAR MLocsl Ares Corne | =5 |
15 SECCMOARTLocal Area Co | B =+ RIMAR Lo

b= u:—mmﬂmv: e

| Deescripiion

4.,  Begin condguration change
.. Waiting for pending operaton 2

Update 2 sucreeded [double diok for detads. ]
Enl conifigura e change

.- Lpdabe 2 succended [doybie cho for detads |
10,100 1OL30H  IIS-SECOMDA...

End configurabion changs




S TIST - Windows Intermnet Exphsrer

pr—

Velkommen
Benvenuto
Welkom

internet information services

Vilkommen
Hos Geldiniz

D3N D'
VELKOMEN

" g v Poge - Safety» Took v -

o'%an DA
Velkommen VELKOMEN
Benvenuto Ml
Welkom

internet information services w’my
" .)'“
Hos Geldiniz UsLc

Valkommen

Clark Kent TotallyLooksLike.com Superman

bd|
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. _a S
Pimary Node in IIS
Manager) onto the other
odes.

1y and all changes made to
the website must be changed
in IIS-Primary.

changes made to the
ebpages in any other node
other than the Primary Node
will be overwritten

Moral of the Story -

WeBSsite Changes on IIS-Secondary

ses on 11S-Primary (set at

arm b Servers »

Role Ready For Load ... | Current ation
Primary Yes
Secondary No ProvisionApplications

Trace Messages

Verbosity level filter:
Pause | Resume Clear - -
Verbose

[ [ Timestamp | server | Trace Level | Message

]

Ad

Provisioning Settings
Application

%y Platform

Server Tasks
ver

from Load Balar

Online Help




Demo

Changes & Sync




ase 2: Ensure that SQL Server

B, 206.

18!

E., Server Manager

Actions

Recent Cluster Events: £

?

Version: Status:

Service Pack:




anges Made to SQL-1

atabase user of TDRuser on SQL-1. Within seconds it

File

Edit




shanges Made to SQL-2

ges to a column header in the
1 SQL-2. We thought it would

orwritte e IIS Cluster.

ever, the change was updated on SQL-1!!!

' |:| Changes to the SQL database can be made on
~either server within the cluster. There is no
- ‘Primary’ SOL server in the cluster.




e changed CountryName to
CountryName12345

icrosoft SOL Server Management Studio =]
F\|E‘ Edit

» mat nully

{General)



File  Edit

ok nul}

= dbo,TH

HEEEEE




Demo

atabase nange & Sync




2hase 3: Testing redundancy,

ving IIS 7 Cluster Nodes

Remo Cluster Nodes

;Adding Non-configured Servers to the
uster Farm




Late Import Virtusl paching, .

Test |: Removing R T

1024 ME

L Irepect Disk...

IS 7 Cluster Nodes —

Views

Nomee Wirrdove [rim Heve
Help

1i5-Secondary

v We first verified that both IIS 7
Cluster nodes were online and
ready for load e

8. 206716917

#21I5-1 on localhost - Yirtual Machine Connection

v We then turned off the
VM, effectively
pulling its power cable

Provisioning Settings
.., Application

s Pl

Primary
condary

33
B 8 doudfarm @ wep

=L Criine Help
v This then removed IIS-2 from

the servers “Ready For Load o
Balancing”

6/15/2011 1 16PM fi




! D Dentist Package 1

" uCreditu The University of Utah WebCT 3 ksl.com [z KSL /RSS [™] Gmail ff Hotmail
ity

HOME PAGE

SERVICES

DENTAL CARE

Thank you for Choosing My Family Dental
Care. We are committed to provide the best

Praduced by:

DIGITAL RANCH

Pandora (& Grooveshark @ Amazon Cloud Player | | TDR Project _é Google Docs

CONTACT PAYMENT

Your Doctors

Dr. John Doe D.M.D.

Dr. John Doe graduated from the School
of Dentistry in 1985. He has practiced
dentistry for 20 years. He and his wife
are proud parents of 5 beautiful children
and they enjoy spending time in the
outdoors.

Dr. John Smith D.

Dr. John Smith grew up in Sandy. UT

where he attended Alta High School and

later the University of Utah where he

graduated with a degree in Biology. He

received his dental degree from the

College of Dentistry. He and his wife
children.

8l\WWeb Page Had No Delays

E=En=—=

-l -

,O‘ A Feedback ~

PDU Login Links | ) ICS | | DataCenter > [ Bookmarks

Your Staff

The staff here at My Family Dental Care is here for
you. They are skillfully trained and have years of
experience. Each member of our team is energetic
and fun-loving and ready to serve our patients.

Call to set up an appointment today!

HOME PAGE | SERVICES | CONTACT | PAYMENT

Copyright © 2011, Al rights reserved.




ISPREPAIR?!?17)

ed to restart the VM for IIS-
back online but the IS 7

e VM back to ‘Server
o manually go into
epair Server’ for
he server was

[S cluster.

. ithin 30 1
aind added back into the




Removin

e then turned off the
VM, effectively
ing its power cable

& 206 0

=
Al
i

P®@ 0

115-1 on localhost - Yirtual Machine Connection
Acti Clip

d

rver Farms  »  doudfarm

ﬂIIS-F’rimary Primary
‘ﬁ II5-Secondary Secondary

=83 doudfarm
-3 Servers

Verbosity level filter:
Verbose

| Trace Level | Message
1

E 1
6/15/2011 9:34:09 PM I condary Deleting virtualDirect, .,

6/15/2011 9:3%10 PM 115-5econdary Syncing performed 1...
5/15/20119:3%10PM | TI-Secondary
5/15/2011 10:34:11PM | I5-Secondary Server

Deleting virtualDirect. ..

Add Servers...
Provisioning Settings
; Application
+ Platform
Server Tasks
er
Remove from Load Balandr
Designate As Primary Serve
Reboot Ser

1 Provision Platform
Provision Applications
Server Operations. ..

Q Instzll Products...

| Help

Online Help
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Your Doctors

Dr. John Doe D.M.D.

Dr. John Doe graduated from the School
of Dentistry in 1985. He has practiced
dentistry for 20 years. He and his wife
are proud parents of 5 beautiful children
and they enjoy spending time in the
outdoors.

Dr. John Smith D.

Dr. John Smith grew up in Sandy. UT

where he attended Alta High School and

later the University of Utah where he

graduated with a degree in Biology. He

received his dental degree from the

College of Dentistry. He and his wife
children.

8l\WWeb Page Had No Delays
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PDU Login Links | ) ICS | | DataCenter > [ Bookmarks

Your Staff

The staff here at My Family Dental Care is here for
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and fun-loving and ready to serve our patients.
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Copyright © 2011, Al rights reserved.
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llowing the same test
hods as the IIS

er nodes above, we
ved SQL -1 from
cluster

. We rebooted SQL-1,
and waited for it to
drop from the SQL
cluster



e we can see that the SQL cluster is still
d enabled while SQL-1 is “Unavailable’

- 206.71.60.182 -

Cluster Network 1

Cluster Network 1 Recent Cluster Events: 4t
Summary of Cluster Network 1
1 has

Status: Up
Cluster Use: Enab

Cluster Metwior




SOL-1 Down

S0OL-1 Recent Cluster Events: i

% Summary of SQL-1.cloud. local
SEL-1 haz 0 applications/services.

Status: Down Syztem Type: »E4-bazed PC

05 Mame: Microzoft ‘Windows Server 2008 B2 Enterprize Processor: 293 GHz

Yersion: £.1.7601 Total Phyzical Memory: 494 GE
Service Pack: Service Pack 1 Total ¥irtual Memory: 937 GBE
Manufacturer: Dell Inc. Page File S5ize: 494 GE

Syztem Model: OphiFlex 745

MHame | Status | |
Metwork Connections

ﬁ S0L-1 - Local &rea Connection @ havailable Metwark: Cluster Metwark 1




SQL-2 Ownership of Disks

sSaL-2 Recent Cluster Events: gt

i Summary of SQL-2 cloud.local
SOL-2 haz 2 applications/services.

Statusz: Up System Type: :64-bazed PC
05 Hame: Microzoft Windows Server 2008 B2 Enterprize Proceszor: 215 GHz

Yersion: 6.1.7601 T otal Physical Memory: 3 GE
Service Pack: Service Pack 1 Total Yirtual Memory: EGE
Manufacturer: ToBe Filled By 0.E M. Page File S5ize: 3GEB

System Model: ToBeFilled By 0.E K.

I ame | Status
Dizk Drives

o Cluster Disk 1 (%) Orline
- Cluster Disk 2 (%) Orline
i Cluster Disk 3 (%) Orline

Metwork Connections

B8 SOL-2 - Local Area Connection @ p M etwark: Cluster Hebworl, 1

Services and Applications

1 50L Server TDRSOLI) (%) Oriline Other
(- TDRMSSALCLUSDE: (#) Oriline DTC




en powered on SOL-1 and waited for it to rejoin the SQL
tomatically. It did without any errors or without having
ired” like the IIS cluster nodes.

8 206.71.69.182 - Rem




emoving SQL Cluster Nodes-

e then followed the

e procedure as we

. while removing

-1, but this time we
oved SQL-2 from
luster.

- We had the same
results as with
removing SQL-1!!




SOQL-Z2 Down

SQL-2 Recent Cluster Events: d:

;E') Summary of S0QL-2 cloud.local
S0L-2 haz 0 applications/services.

Status: Down Syztem Type: «64-bazed PC
05 Mame: Microzaft Windows Server 2008 B2 Enterprize Processor: 215 GHz
Yersion: 5.1.7601 T otal Physical Memory: 3 GE
Service Pack: Service Fack 1 T otal ¥irtual Memory: 65GE
Manufacturer: ToBeFilled By 0O.E M. Page File Size: 3GE

System Model: ToBe Filled By 0.E. .

M ame | Statusg | |
Metwork Connections

B SOL-2 - Local Area Connection @ Il niawvailable Metwork: Cluster Metwork 1




SQL-1 Ownership of Disks

50L-1 Recent Cluster Events: gt

i Summary of SQL-1._cloud. local
S0L-1 haz 2 applications/services.

Status: Up Syztem Type: #64-bazed PC
05 Hame: Microzoft \Windows Server 2008 B2 Enterprize Processor: 293 GHz

Yerzion: B.1.76501 Total Phyzical Memory: 4.94 GB
Service Pack: Service Pack 1 Total Yirtual Memory: 557 GB
Manufacturer: Dell Inc. Page File Size: 434 GB

System Model: OptiPlex 745

I arme | Status | |
Dizk Drives

o Cluster Disk 1 (%) Orlire
3 Cluster Disk 2 (#) Orlire
i Cluster Disk 3 (#) Orlire

Metwork Connections

B SOL-1 - Local Area Connection @ p M etwark: Cluster Mebwork, 1

Services and Applications

=5 SOL Server [TDRSOL1) (%) Orline Other
=+ TDRMSSALCLUSDE: (%) Online DTC




SOIL-2 was rebooted and came back online, the SQL cluster once

ded SOL-2 back to the cluster without having to be prompted
‘Repairing’ the server.

Eile  Action Yiew Help

E.,_ Server Manager

«= 7= d=

% Server Manager (SOL-2)
3.-‘ Roles
= ﬁ Features
= 3;_5‘3 Failover Cluster Manager

Cluster Events
i Diagnostics
3?‘_!; Configuration
fg Storage

Recent Cluster Events: 45
5 add Node. .

E SaL-1

Yersion:
6.1.7601

Status:
Up

Service Pack:
Service Pack 1

B &%) TORMSSQLELUSTER, ol | | Mame |_Status I :
% Services and applic. j SaLa @ Up i »
= _‘%ﬁ = j saL-2 @ Up @ Refresh
3 ggt'; ﬂ Help
L:;y Cluster Shared Yaolo — "
| Storage _
=1 [53 Netwarks 2 Pause
83 Cluster Metwarl 2 eme

Show the critical events For this cluste, .,

More Actions... 4

ﬂ Help




, emo




m SQL-4

Windows Server 2008
No Applications

o Roles

ng the cluster :
No Features

re the new
> Server, -
B hen » Windows Updates
b site onto the Completed
. entially, we o ; ,
were testing to see if the IIS 7 » Originally a ‘backup’ for

Cluster would do all of the
ork once we had the cluster SQL_?)

ated. = Member of the domain

cloud.local




sAddiServer”

cces S5-1, the

B for the cluster, and
selected “Add Server” on
the right hand column.

e then enter the name
SQL-4 into the dialog box
and searched for it on the
domain.

-, 206.71.69.170 -

¥2115-1 on localhost - ¥irtual Machine Connection

File Action Media  Clipb

28 0@O0O

M Add Servers

Server name or address:

)

6/16/2011 7:43:43 PM




QL-4 was located, we were able to select it from the available

d click “OK’. We were hoping the server would then be added

luster and the replication of the configurations files and
proceed.

¥ 115-1 on localhost - Yirtual Machine Connection
File Action Media

#3 @@ O nibk
Add Servers

Server name or address:

g ll—
art
Remove |

| Status | Role

Online Secondary

Ideally, once we select ‘OK’, the cluster should add the new node

and begin configuring the server to be like IIS-Primary and IIS-
Secondary...



We were wrong.

('8 2067169.170

2 115-1 on localhost -

File Action Media

#0®O

File:

Action  View

ual Machine Conne
Clipboard  Wiew Help

©O\nip|kss

E: Server Manager

% Server Manag

=] 5 Roles
= ¥ web 5¢
] Int
i| Features
[l 7m Diagnostics
@ Eventt

() Perforn

43y Device
33’& Configurati
22 storage

3| 115-1 (CLOUD VAdminis
3 Application Pools
[&] Sites
=35 Server Farms
Eﬂa doudfarm
EREERTY mmc.exe

Ggl Servers
=

Server Address =~

|R.ole

| Ready For Load ... | Current Operation

|G < e -
Aens

@ An error occured while

refrieving the servers.

Server 'SQL-4' does not exist in WebFarm "cloudfarm’

Timestamp Server Trace Level Message

6/16/2011 8:41:27 FM IIS-Primary Info Running operation ‘R...
6/16/2011 7:41:27 FM 115-Secondary Info Syndng local applicati. ..
6/16/2011 7:41:28 FM 115-Secondary Info Deleting virtualDirect. ..
6/16/2011 7:41:28 FM 115-Secondary Info Deleting virtualDirect. ..
6/16/2011 7:41:28 FM 115-Secondary Info Deleting virtualDirect. ..
6/16/2011 7:41:28 FM 115-Secondary Info Deleting application (...
6/16/2011 7:41:28 FM 115-Secondary Info Adding child applicati...
6/16/2011 7:41:28 FM 115-Secondary Info Adding child virtualDir. ..
6/16/2011 7:41:28 FM 115-Secondary Info Adding child virtualDir. ..

4 | 3

E Features View

_= Content View

@ Help

Online Help

|
<

LU




SETVET, Jf O DO
Totexistin WebFarm
CIOTaTATIT &

m The IIS -7 Cluster cannot add a
new server to the cluster that
does not have IIS Server added
as a role previously.

adly, the cluster is no longer
?;ble in IIS Manager and

the status of our other server

nodes has disappeared.

= We were unable to perform
any action on the IIS services
without receiving the
notification alert that “Server
‘SQL-4" does not exist in
WebFarm ‘cloudfarm’”.




Firefox ¥ || Dentist Package1

&/ [0 71.69.176/tdrweb/indexaspx

erestingly, we are still able to receive the
tpackage website without delay or error pages

[T
o) M@ o P e

reditu U The University of Utah £ WebCT B ksl.com 5/ KSL/RSS || Dentist Package1 [ Gmail £ Hotmail
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Thank you for Choosing My Family Dental

Care. We are committed to provide the best care
possible with our experienced staff and latest
technology.

Our goal is to help you achieve and maintain the
best possible health for your teeth so you spend
little time: in a dental chair. We also offer many
options to meet your cosmetic dentistry needs.

CONTACT PAYMENT

Your Doctors

Dr. John Doe D.M.D.
Dr. John Doe graduated from the School
of Dentistry in 1985. He has practiced
dentistry for 20 years. He and his wife
are proud parents of 5 beautiful children
and they enjoy spending time in the
outdoors.

Dr. John Smith D.M.D.
Dr. John Smith grew up in Sandy, UT
where he attended Alta High School and
later the University of Utah where he
graduated with a degree in Biology. He
received his dental degree from the
College of Dentistry. He and his wife
have 3 children.
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experience. Each member of our team is energetic
and fun-loving and ready to serve our patients.

Call to set up an appointment today!




ATteEmpSs to fix the
[1S=7 Gluster

1.

In I[IS-1, tried to repair the
server farm.

Attempted to ‘Repair” IIS-
Primary and IIS-
Secondary.

Rebooted IIS-Primary and
[IS-Secondary.

Reverted 1IS-1, the NLB for
the cluster, back to an
earlier state.




Llesson Learned!

a non-configured server node to
in hope that the cluster will

ocure, replicate, and attach the new node.

‘node needs the role of IIS Server added to
ore it can be accepted into the IIS Cluster
| made ready for load sharing.

For some reason, adding a server without IIS
Server previously installed breaks the cluster




Concltisions of Testing




Microsoft IIS7 Web Farm

1s-1
(10.10.10.52)
y (206.71.69.177)
r," Web Farm Controller

1IS-Primary 11S-Secondary
{10.10.10.59) {10.10.10.54)
(206.71.69.178) (206.71.69.179)
indows Server 2008 Enterprise Windows Server 2008 Enterprise
11S-7 Cluster Node 1 115-7 Cluster Node 2

Make all changes to IIS-Primary (or designated
‘Primary’ node)

Any changes made to IIS-Secondary will be erased
and overwritten and the node will inherit the
properties of IIS-Primary

While a node is brought offline for updating, all
other nodes support the network tratfic

A single node can be brought offline with no delays
in web services.

In the middle of the Node Updating Process, some
users will receive non-updated web pages stored on
non-updated IIS nodes, while other users will
receive the updated web page served from the
updated IIS nodes.

IS cluster nodes need to be repaired once they are
brought back online after being powered off.

Each node needs the role of IIS Server added to it
before it can be accepted into the IIS Cluster. If this
is not done, the cluster breaks and is not repairable

except through a revert of the Network Load
Balancer (NLB).



sQL-1
(10.10.10.58)
(206.71.69.181)
SOL s5erver 2008

sqaL-2
{10.10.10.56)
(206.71.69.182)
SAL Server 2008

F §6me Server2008

Management Studio

Changes can be made to either
SQL-T or SQL-2, or any other
cluster node and the change will
cascade to all remaining nodes.

There is not SQL-Primary, all
nodes can replicate to other
nodes.

The SQL Cluster automatically
brings servers online after a
power outage or the like




IS 7 Recommendations

ver with IIS Server before adding to

hysical servers v

feasible. These servers
| be hardened. '

pshots of all machines to roll back crashes

2 Servers need to be manually repaired after falling
out of IS 7 cluster




5OL-2

m Whilst SQL-1 h
drives, the web

S-Drive failur

as ownership of the iSCSI
site works great.

5 When SOL-2 has ownership of the drives, the
website throws an error and cannot connect to

the databases

Server Error in '/tdrweb’ Application.

A network-related or instance-specific error occurred while establishing a connection to SQL Server. The server was not found
or was not accessible. Verify that the instance name is correct and that SQL Server is configured to alfow remote connections.
(provider: SQL Network Interfaces, error: 26 - Error Locating Server/Instance Specified)

Description: An unhandied exception accumed durng the exsculion of he cument web request Plaass roview the stack race for mare infsematicn about the siror and whare & caginated in the code

Exception Details: System Oata SgiChern SqException. A network-relsted o instance-apecific eiror rrum!d Ihdu w nhhtw;- connection 1o SOL Serer The server was nol found o was not ibbe. Verify that the instance name is
cceract and that S0 Seever is configund to allow remobe connsctisns. (providor SQL Netwerk Intertac 3 Spbcfind)

Source Error:

Rn unhandled exception was generated during the execution of the current web request. Information regarding the origin and loca
excepti can be identified using the exception stack trace be

Stack Trace:

ngContainer) +143
squestMain(Reslean include agesieforadsyncPoint, Roalean incluedeStagesafrerasynedai

Version Information: Microsol NET Framework Virsion 2.0 S0727 5444, ASP NET Version 2 0.50727 5420




‘— S-Drive failure

for this error are:

g Configuration: Tried to directly target

> SQL cluster logical name, SQL cluster static IP
\ddress. SQL-1, SQ hanged passwords, created new
L Server users with Admin permissions.

ddress: Pinged SQL cluster and SQL instance -

eived ‘reply from 10.10.10.203 /201" while SQL-2 had
drives.

= Move iSCSI disks to Cluster Shared Volume (CSV): MS
prohibits database storage in the CSV

= Firewall Configuration: No Access to internal Firewall
= DNS Configuration: No Access to DNS files




SOINF& | over Recommendations

o e

1dard will only work if there are

der to have more than two
e SQL 2008 enterprise

" 1lly consider the limitations of
oring” and ‘Clustering’

= Use physical servers where feasible. These
- servers should be hardened




scommendations

1eck resolution, check server
nfig, connection string etc etc.

| failure of one node you get automatic
er to the second node then it sounds to
<e the cluster is working! You issue is
y one of configuration somewhere.




Wark Broadbent

pert from the United

5 experience working on HA solutions

|

tlly holds Microsott Certifications:
. I
 « MCAD.NET
MCDBA
= MCITP in Database Admin for SQL 2005 & 2008
= MCITP in Database Development in SQL 200




Virrori ng vs. Clustering

luster group containing your

. rer to the other node, please be
ire that the SOL instance is effectively
tting down and restarting on this 2nd node.
eans that whilst it is doing so your SQL
nce will be unavailable for around 30
ds plus recovery time of your databases

" ( total usually around 40 seconds max). "
Mark Broadbent -




l ‘roring vs. Clustering

wont be available 100% of the time

5 e possibility of failover, but then no
lution can be guaranteed to be 100% available -
er. Windows and SOL Clustering is known as
ared nothing" which means just that, nothing is
red. There will only ever be 1 owner of a cluster
yup at any one time. The sort of thing I think

are thinking about is Oracle's implementation
call RAC (real application clusters) which is a
shared everything and is just a different approach

and has its own drawbacks too. SQL Server can do
read only shared db” - Mark Broadbent DBA-




Vlirroring vs. Clustering

A solutions too, and SQL Server
ts of different possibilities. The

ch is probably most likely for you is
abase Mirroring with Automatic fail-over
http:/ oft

us/lib

r connection string you can specity a fail-
artner which once the db has failed over
autoredirect the application connection see

7

Mark Broadbent-



http://technet.microsoft.com/en-us/library/ms175191.aspx
http://technet.microsoft.com/en-us/library/ms175191.aspx
http://msdn.microsoft.com/en-us/library/5h52hef8(v=vs.80).aspx
http://msdn.microsoft.com/en-us/library/5h52hef8(v=vs.80).aspx

Virrori ng vs. Clustering

yver can be very very quick in comparison to

1 each technology has its benefits and

you should use Mirroring for providing

(o} d Clustering to provide HA to your

ance. If you just went for mirroring then you would have
sure that you manually synchronise your instance level
onents (if they change) such as the logins or agent jobs

irroring is also an SQL Enterprise Edition feature

ur dp ¢

O technologies you can also look at for HA is Peer to
~ Peer replication (might be a good one for your load
balancing suggestion)

or Service Broker.” - Mark
Broadbent-



http://msdn.microsoft.com/en-us/library/ms151196.aspx
http://msdn.microsoft.com/en-us/library/ms151196.aspx
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